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Security and privacy research  
❤ social media data.
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Yet, data privacy 
is often an 

afterthought. 

3 | 23



Yet, data privacy 
is often an 

afterthought. 

4 | 23



📋 Outline

1. How do security and privacy researchers handle privacy of social media data?


2. What privacy risks emerge from using social media data?


3. How do security and privacy researchers mitigate privacy risks?


4. Where do we go from here?
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How do security and privacy researchers 
handle privacy of social media data?
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📚 601 papers analyzed:

• 327 from Data Mining and Analysis (DMA)


• 113 from Humanities, Literature & Arts, Communication (HLAC)


• 96 from Computer Security and Cryptography (CSC)


• 40 from Human-Computer Interaction (HCI)


• 20 from Social Sciences, Criminology (SSC)


• 5 Social Sciences, Forensic Science (SSFS)
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🚨 Only 35% of security and privacy papers using 
social media data mention any considerations of 

data anonymization, availability, and storage.
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😞 Researchers are increasingly failing to report.
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What privacy risks emerge from 
using social media data?
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🔎 Solove’s Taxonomy of Privacy
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Daniel J Solove. A taxonomy of privacy. University of Pennsylvania
Law Review, 154:477, 2005.



🔗 Adapting Solove’s Taxonomy
12 | 23

Process Solove’s Taxonomy
Information Collection Surveillance
Information Processing Aggregation

Identification
Insecurity
Exclusion

Information Dissemination Disclosure
Increased Accessibility
Blackmail
Distortion

Invasion Intrusion
Decisional Interference



⚠ Risk Manifestations
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1. Identification


2. Increased 
Accessibility


3. Disclosure

The Kids Are Not Alright: Tracing Illicit Drug 
Sales Across Multiple Social Media Platforms

• 1 million+ Discord messages 
collected from groups related to 
university courses 

• 200k+ tweets from 20k+ users on 
X downloaded from a public 
GitHub repo



⚠ Risk Manifestations
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⚠ Risk Manifestations
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1. Identification


2. Increased 
Accessibility


3. Disclosure

The Kids Are Not Alright: Tracing Illicit Drug 
Sales Across Multiple Social Media Platforms

“I never thought I'd be texting 
someone named 'SkittlesKing42' 
to get a bag of sour belts 
delivered to Smith Hall. 🤪🍬”



How do security and privacy 
researchers mitigate privacy 
risks?
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👷 Risk Mitigation 
18 | 23

Certificate of 
Confidentiality

💼🗄

Privacy Risk 
Analysis

🕵🔒

Data Donation

🫴👤



Where do we go from here?
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📍 Implications

• Researchers disclosing risk


• Ethics boards/IRBs understanding risks


• Venues setting and enforcing expectations of 
social media data privacy
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💡 Key Takeaways

SoK: A Privacy Framework for Security Research Using Social Media Data

Paper link:

Kyle Beadle

kyle.beadle.22@ucl.ac.uk

https://kylebeadle.com

• Tools exist to respect user privacy—we must hold 
ourselves and each other accountable to 
implement them.


• Initiate privacy-conscious research design, not just 
compliance.


• Encourage documenting and reporting privacy 
decisions.
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