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Abstract

As central bank digital currencies (CBDC) are increasingly developed, piloted, and launched around the world, central bankers have begun to worry about consumer
adoption. Privacy concerns remain a common critique of CBDCs and poses a serious challenge for adoption as consumers worry about third-party data brokers, data
breaches and government surveillance. Therefore, we develop a framework, derived from surveillance studies, to conceptualize how central banks current conceptions of
privacy facilitate unregulated consumer monitoring. We then evaluate three central bank’s digital currency pilot programs, Canada, Japan, and Sweden, towards
comparing their different approaches to privacy. We find that while all three central banks considered privacy to be a fundamental feature of CBDCs, they all fail to
thoroughly address issues surrounding the processing and retention of customer data. Finally, we discuss the implications of our findings for gaining consumer trust in
CBDCs. We propose a future research agenda for further CBDC development and argue that central banks need to balance national security and privacy.

Threat: Data Breaches

Figure: https://bit.ly/4daqBmr

Threat: Data Brokers

Figure: https://bit.ly/47vkF6y

Threat: Government Surveillance

Figure: https://bit.ly/3TzGVq3

Results - Summary

Property Canada Japan Sweden

Privacy commitment
Transparency
Accountability
Regulatory compliance
Context-specific regulation
Privacy enhancing technologies
Data retention scheme
Data access scheme
Maintenance
Exceptions

= Fully present

= Partially present

= Not present

Results - Sweden

Figure: https://bit.ly/3MMw7RD

Results - Canada

Figure: https://bit.ly/4e7VkCe

Results - Japan

Figure: https://bit.ly/4e2LNMt

Conclusion

▶ Technical solutions alone will not build trust in CBDCs.
▶ Data from CBDCs can be used to combat financial crime and protect national security, but it is important to issue assurances against surveillance creep.
▶ Additional research is needed to understand the global landscape of privacy in ongoing CBDC programs.
▶ Future developments from central banks should focus on increasing accountability measures and auditing the data access and retention schemes.
▶ Future policy solutions should tackle financial surveillance specifically and outline how central banks should handle national security exceptions.
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